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Defining “data or information privacy”
“Information Privacy is the
relationship between the collection
and dissemination of data,
technology, the public expectations
of privacy, legal and political issues
surrounding them”.
- Wikipedia

“Data privacy or information
privacy is a branch of data security
concerned with the proper
handling of data – consent, notice,
and regulatory obligations”.
- Varonis

“Information privacy is the right to
have some control over how your
personal information is collected
and used”
- IAPP

“Data privacy relates to how a
piece of information – or data –
should be handled based on its
relative importance”.
- LifeLock

“Data privacy is focused on the
use and governance of personal
data – things like putting policies in
place to ensure that customers’
personal information is being
collected, shares and used in
appropriate ways”
- IAPP
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Defining “operationalize” and “leading
practices”
Operationalize

“to put into operation
or use”
– lexico

“to make operational”
– Merriam-Webster

“to set something up so
that it can be measured”
– yourdictionary

Leading practices
“a method or technique
that has been generally
accepted as superior to
those achieved by other
means or because it has
become a standard way
of doing things”
– Wikipedia

“are leading only in a
particular point in time,
and are acknowledged
to be consistently
developing”
- systematicHR
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Why you should address data privacy

Compliance
requirements

Ethical
obligations

Required by
data controller

Differentiator
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Currently over 80 countries have
privacy laws

Why this is important

United States
• CCPA – California Consumer Privacy Act (2018)
• COPPA – Children’s Online Privacy Protection Act (2000)
• HIPAA – Health Insurance Portability and Accountability
Act (1996)
• GLBA – Gramm-Leach-Bliley Act (1999)
• Other U.S. state regulations

Philippines

Data Privacy Act (2012)

European Union
• GDPR – General Data Protection Regulation (2016)
• Privacy Shield
• E-Privacy (2002)
• EU Member Regulations

India
PDPB – Personal Data Protection Bill

United Kingdom
• Data Protection Act (2018)
• PECR – Privacy and Electronic
Communications Regulation (2003)

Malaysia
PDPA – Personal Data Protection
Act (2010)

Canada
PIPEDA – Personal Information Protection and
Electronic Data Act (2000)

Brazil
• Brazilian Internet Act (2014)
• LGGP - General Data Privacy Law
(2018) effective 2020

China

New Zealand
Privacy Act (1993)

CSL - Cybersecurity Law of the
People’s Republic of China (2017)

Australia
APP – Australian’s Privacy Principles (1988)

South Korea
PIPA - Personal
Information Privacy Act
(2019)
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Signed & effective laws

In state legislature

Privacy task force enacted

What we are focusing on today
Data
Protection
Impact
Assessment
(DPIA)

Records of
Processing
Activities (RoPA,
Article 30)

Leading practices
Data
Processing
Agreement
(DPA)

Data Protection
Officer (DPO)
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How these leading practices map to
principles/requirements
Privacy by
Design

DPIA

Transparency & Lawfulness
Training & Awareness

Purpose Limitations &
Data Minimization
Confidentiality,
Integrity, & Availability
Governance &
Accountability

RoPA
Vendor Management
DPA
Data Subject Rights
DPO

Incident Reporting
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Data Protection Impact Assessment
(DPIA)
− What is it: A process designed to help you
systematically analyze, identify, and minimize data
protection risks

− Why is it important: It maybe a regulatory
requirement; it maybe required by a data controller; it
helps demonstrate compliance; it allows you to
identify and fix problems in the early stages
− When is it needed: For any new product, service, or
technology that is likely to result in a high risk to the
rights and freedoms of natural persons; before the
processing begins
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Data Protection Impact Assessment (DPIA)
What is needed to be operational:
– Policy - the “when” and the “why”
– Procedure – the “how”
– Resources – the “what” (DPIA form, DPIA tracking log)
What needs to be addressed:
– What it is (definition)
– When it is required
– Who will perform it
– How it will to be performed
– What must be included
– Who will review / approve / decline
– Where the it will be stored (templates and completed)
– How it will be tracked
– How it (and the process) will be monitored and updated and how often
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Data Protection Impact Assessment (DPIA)
Typical DPIA requirements:
– Explanation of what the project aims to achieve
– Description of the processing activity
– The scope of the processing activity
– Description of compliance and proportionality measures
– Identify and assess risks
– Identify measures to reduce risks
– Outcome
– Signature

Resource: ICO DPIA Template: https://ico.org.uk/media/about-theico/consultations/2258461/dpia-template-v04-post-comms-review20180308.pdf
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Data Protection Impact Assessment (DPIA)
Sample process:
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Records of Processing Activities
(RoPA)

− What does it include: A mapping or documentation
of all of an organizations activities that process
personal data
− Why is it important: It maybe a regulatory
requirement; it is the source of truth for what
processing activities the organization engages in; it
helps demonstrate compliance; key tool for
monitoring
− When is it needed: It is a foundation of
understanding an organizations personal data
processing activities
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Records of Processing Activities (RoPA)
What is needed to be operational:
– Policy - the “when” and the “why”
– Procedure – the “how”
– Resources – the “what” (RoPA form)
What needs to be addressed:
– What it is (definition)
– When it is required
– Who will maintain it
– How will it be maintained
– What must be included
– Where will it be stored
– How it (and the process) will be monitored and updated and how often
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Records of Processing Activities (RoPA)
What is typically included in the RoPA?
Typical RoPA questions (Controller):
– Purpose of processing
– Categories of individuals
– Categories of personal data
– Categories of recipients
– Link to contract with processor
– Countries where data is transferred
– Safeguards for transfers
– Retention Schedule
– Description of technical and organizational safeguards
– Lawful basis for processing
– Rights available to individuals
Resources:
− ICO Template for Controllers: https://ico.org.uk/media/fororganisations/documents/2172937/gdpr-documentation-controller-template.xlsx
− ICO Template for Processors: https://ico.org.uk/media/fororganisations/documents/2172936/gdpr-documentation-processor-template.xlsx
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Records of Processing Activities (RoPA)
Sample initial process:

Sample annual process:
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Data Processing Agreement
(DPA)

− What does it include: A contractual agreement
containing standard clauses to establish the
relationship (who is the controller and who is the
processor) and the obligations of each party as it
pertains to the processing of the personal data
associated with the engagement
− Why is it important: It maybe a regulatory
requirement; it sets forth the expectations of each
party; it helps demonstrate compliance; it allows you
to identify and fix problems in the early stages
− When is it needed: Any time you share personal
data with another organization
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Data Processing Agreement (DPA)
What is needed to be operational:
– Policy - the “when” and the “why”
– Procedure – the “how”
– Resources – the “what” (DPA form)
What needs to be addressed:
– What it is (definition)
– When it is required
– Who is responsible for getting it executed
– How will it be maintained
– What must be included
– Where will it be stored
– How it (and the process) will be monitored and updated and how often
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Data Processing Agreement (DPA)
What is typically included in a DPA:
– Subject-matter of the data processing
– Duration of the processing
– Nature and purpose of the processing
– Type of personal data that will be processed (such as medical or financial
records)
– Identities of the people or businesses whose data will be processed
– Controller’s rights and obligations

Resource:
ICO website: https://ico.org.uk/for-organisations/guide-to-dataprotection/guide-to-the-general-data-protection-regulationgdpr/accountability-and-governance/contracts/
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Data Processing Agreement (DPA)
What is typically included in a DPA (cont.):
– The DPA should also specify the processor’s obligations, including:
– Only processes personal data requested by the controller
– Ensures that whoever authorizes the personal data processes will keep all
information confidential
– Implements appropriate technical and organizational measures to ensure
the personal data is secure (for example by using encryption)
– Must engage sub-processors without the data controller’s written consent
– Assists the controller in responding to requests from data subjects
– Supports the controller in ensuring compliance with its obligations in
relation to data breach or DPIA’s
– Deletes or returns all personal data to the controller when the controller so
decides
– Will assist the controller’s compliance, such as by helping out with audits
and inspections.
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Data Processing Agreement (DPA)
What should you consider before engaging a third-party data processor:
– Justification for vendors:
– What is sharing the data with this vendor meant to achieve
– What is the minimum amount of data that needs to be shared to
accomplish the work
– What are the benefits and risks
– Internal questions:
– Do individuals need to be notified of this new relationship? If
yes, how will that happen?
– If the data that is shared needs to be corrected or deleted, how
will this occur?
– DOCUMENT! Record all decisions.
– What vendor was chosen and why
– What vendors were eliminated and why
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Data Processing Agreement (DPA)
Sample process for determining if a DPA is needed:
Vendor evaluation (existing):
– From the RoPA process, you should have compiled a list of all vendors
– Review the list and ask the following questions for each existing
vendor:
– Does the contract dictate and limit what the vendor can do with
the personal data they collect for us or receive from us?
– Does the vendor know how to report incidents to us that involve
our data?
– Does the vendor know how to direct a data subject request to us?
– Do we buy or sell personal data with this vendor?
Vendor evaluation (new):
– Consider using the DPIA process to evaluate the processing activity
and the vendor
– Request and evaluate their security and privacy documentation
– Is their privacy policy transparent and does it align with how you
expect your customers personal data to be treated?
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Data Protection Officer
(DPO)

− What is a it: A leadership role; responsible for
overseeing the company's data protection strategy
and implementation to ensure data privacy principles
and requirements are met.
− Why is it important: It maybe a regulatory
requirement; it will help ensure an effective privacy
program; it helps demonstrate compliance; it allows
you to identify and fix problems in the early stages;
imperative for monitoring, implementation, and
sustainability
− When is it needed: While there can be a regulatory
requirement; when an organization engages in large
scale processing of personal data
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Data Protection Officer (DPO)
Who needs a DPO?
Required:
– Processing is carried out by a “public authority”
– Organization who core activities involve “regular and systematic monitoring
of data subjects on a large scale”
– Where “core activities” involve “large scale” processing of “special
categories” of personal data
May not be required:
– Main activity only seldom involve monitoring data subjects and with little
infringement on those data subject’s rights
– Does not process “special” category personal information at all
or is only processing the special personal information of a small group of
data subjects

Data Protection Officer (DPO)
The GDPR specifically defines some qualities that must be part of the
DPO’s function:
Act “independently”
Not take instruction from their employer
Have expert knowledge of data protection law
Be provided with sufficient resources
Not be dismissed merely for performing their tasks
Report directly to the “highest management level”
Article 29 states that DPO is not prevented from holding other posts however
some roles (CEO, CFO, CMO, HR, IT) pose a significant risk to the independence
requirement.

Data Privacy Officer options
Article 37(5) of the Regulation states: “The DPO, who can be a staff member or
contractor, shall be designated on the basis of professional qualities and, in particular,
expert knowledge of data protection law and practices and the ability to fulfill the tasks
referred to in Article 39.”
Informing and advising the controller or the processor and their employees of their
data protection obligations.

̶

̶

˗

Reviews/Crafts Data protection and privacy strategies/policy

˗

Reviews data subject requests and tracks compliance

Monitoring compliance with the Regulation, including the assignment of
responsibilities. Awareness-raising and training of staff involved.
Designs and manages data privacy education program

Compliance monitoring: Annual Assessment; Quarterly spot checks; Compliance
metrics

̶

̶

˗

˗

Providing advice where requested as regards the data protection impact assessments
(DPIAs) and monitoring compliance and performance.

˗

Writes and Manages DPIAs

Engaging with the Information Commissioner’s Office or relevant Supervisory
Authority.
˗

Engages proactively and as needed with supervisory authority

˗

Documents and briefs on supervisory authority activity

What should I be doing?
–
–
–
–

–
–
–
–
–
–

Assign a lead
Perform a survey to identify your data processing activities
Determine what regulations are applicable
Accept a set of principles or requirements based upon
– Compliance Requirements
– Ethical Obligations
– Required by Data Controller
– Differentiator
Create policies
Plan
Check
Accept the templates
Define the steps
Perform
Act
Do
Monitor
Iterate
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The future of privacy
̶ Privacy is only going to become more important
̶ GDPR as a de facto world standard?
̶ Privacy is here to stay
̶ Enterprises are going to be held accountable
for their actions (or lack of)

PRIVACY
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Resources
GDPR in all EU languages:
http://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=uriserv%3AOJ.L_.2016.119.01.0001.01.EN
G&toc=OJ%3AL%3A2016%3A119%3ATOC

bakertilly.com/privacy
bakertilly.com/GDPR

Download our GDPRCCPA comparison tool
https://www.bakertilly.com/insi
ghts/gdpr-and-ccpacomparison-tool

We monitor privacy developments closely and offer regular analysis on the latest privacyrelated trends and regulatory issues with a focus on actionable information. Personalize
your subscription: go.bakertilly.com/subscribenow

ICO DPIA Template: https://ico.org.uk/media/about-the-ico/consultations/2258461/dpiatemplate-v04-post-comms-review-20180308.pdf
ICO Template for Controllers: https://ico.org.uk/media/fororganisations/documents/2172937/gdpr-documentation-controller-template.xlsx
ICO Template for Processors: https://ico.org.uk/media/fororganisations/documents/2172936/gdpr-documentation-processor-template.xlsx
ICO website: https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-generaldata-protection-regulation-gdpr/accountability-and-governance/contracts/
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Disclosure
The information provided here is of a general nature and is not intended to
address the specific circumstances of any individual or entity. In specific
circumstances, the services of a professional should be sought.
Baker Tilly Virchow Krause, LLP trading as Baker Tilly is a member of the
global network of Baker Tilly International Ltd., the members of which are
separate and independent legal entities. © 2019 Baker Tilly Virchow Krause,
LLP.
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